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AN^l.THEFT ALARM FOR PORTABLE detector; U.S. Pat. No 5 648,762 to Ichimura (1997>-a 

Ai^ 1 1 * iMz^r J. "docking station" attached to a work surface into which the 

portable computer can be inserted and literally locked-down. 

^. . , • ^^^^r trs IT c Pmvidnnai U.S. J>at. No, 5,872,515 to Ha (1997) teaches a hardware 

This application claims Pnon^^^ Prov^^^^^ ^^^^^ ^ ^^^^ 

patent apphcation Sen No. 60/124 413 filed on Mar. 15, 5 ^ ^^^^ ^^^^^^3 3, ^ysical, hardware devices requir- 

1999 which is herein incorporated by reference ^.^^^ ^^^.^^ ^ ^^^^^^ .^^.^^ ^j^^ computer 

A software method for causing the speaker of a portable ^ manufacture or that the device be attached 

computer to emit an audible alarm when the authorized user ^^^^^^ farmer method limits the protection to those 

has set the alarm and some unauthorized person attempts to ^^^^ particular manufacturers. TTie latter might 

move or steal the portable computer and, m so doing, closes 10 j^/^j^^^^ prevents the authorized user from 

the cover of the portable computer. carrying the computer from place to place. Since ease of 

FIELD OF THE INVENTION ^^^P^^ ^'^^^^ P^''^"^ computer in 

FIELD UM rtli iiN vtsiN 1 luiN locations are among the primary reasons for owmng a 

The present invention relates to methods of preventing portable computer, anything that prevents the authorized 

theft of portable computers. While no method or device can user from transporting the portable computer decreases the 

prevent all thefts, the present invention, because it is a usefulness of the portable computer, 

softwaremethodof preventing a particular kind of common ^ drawback of current internally installed anti-theft 

theft of personal computers, substantially increases the num- devices to manufacturers of portable computers is the extra 

ber of owners of portable computers who can enjoy a greater expense of buying or making the hardware, and warehous- 

measure of protection from thefts. ing spares for repairs. Since the trend in portable computers 

Many thefts of small, valuable devices such as portable is for them to be ever thinner and lighter, finding a place to 

computers occur when a dishonest person seizes an oppor- put hardware without impeding heat-removal airflow is 

tunity There is no master plan, no forethought. The thief another drawback. A further drawback of the existing mter- 

sees an unguarded item, picks it up. mcks it under a coat or 25 nal devices is that computers ah-eady manufacmred cannot 

into a shopping bag, and disappears with it. Thieves of this utilize the internal devices. 

sort depend on acting without being delected. The present A major drawback of external chains and locks for 
invention, by causing an alarm to sound, will convince most portable computers is that the chains and locks must be 
thieves to bolt and run, leaving behind the portable com- carried along and attached at each place the portable com- 
puter 30 puter is used. These devices provide no protection at all to 
Portable computers, as opposed to desktop computers, the forgetful who leave them home or are in too much of a 
provide benefits to their users and owners in direct propor- hurry to use diem. Many such devices are not, theniselves, 
tion to their small size. Technology has expanded to allow portable since they must be screwed down or otherwise 
small laptops and notebooks and even smaUer palm-sized or pennanently fastened to some object not easily moved, such 
hand-held portable computers. The benefits of small size 35 as a table. 

allow portable computers to be carried from place to place SUMMARY OF THE INVENTION 

widi a minimum of effort while taking up very little room in ^^^^^^^ invention teaches a software method for 

backpacks or bnefcases. causing the speaker of a portable computer to emit an 

Would-be thieves have not failed to notice the small size audible alarm whenever the authorized user has left the 

of portable computers. A computer small enough to fit into ^ computer in a state with the alarm activated and speaker 

the briefcase, backpack or pocket of its owner can be hidden ^ ^^^^ unauthorized person attempts to move 

just as easily in the briefcase, pocket or bag of a thief. ^^^^ portable computer and, in doing so, closes the 

Theft of portable computers is widespread and especially ^over of the portable computer, 

common in libraries at colleges and universities. Opportu- ^ ^^n^f wishes to avoid detection. In achieving this, the 

nity for theft is created when students ignore their portable ^^^^ nearly always tries to conceal the object being stolen, 

computers for short time spans while they nap, turn away ^ portable computer, concealment is enhanced 

from their work to talk with friends, gaze over Uieir shoul- making the portable computer take up the least possible 

ders to look out windows as diey tiiirik or daydream, and ^^^^^ minimize the size of the computer, the thief will 

drop pens or papers and bend down to retrieve them. Any nearly always close the cover on the computer. The inven- 

place smdents spend time between classes studying, work- ^^^^ advantage of the thief s closing the cover. When 

ing on their portable computers, and talking with friends — ^^^f closes that cover, the invention will cause an 

for example, campus unions or nearby coffee houses — audible alarm thereby alerting the owner and bringing 

presents similar opportunities for theft. attention to the act of the thief. Most thieves will leave the 

„ computer alone and flee. The autiiorized user will be notified 

BACKGROUND OF THE INVENTION 55 ^^^^^^ computer. The tiieft should be 

Presently available anti-theft devices range from physical prevented, 
devices such as chains and locks to motion detectors and One of the advantages of the present invention is that it 
remotely-triggered alarms as well as internal circuitry which provides wider availability of protection against theft than 
causes an alann to sound when the portable computer is 60 do hardware-based alanns by pennitting any portable corn- 
moved. Others rely entirely on additional internal circuitry puter user to install die software which is the disclosed 
to cause an alarm to sound when the cover is closed on the invention. This will give a greater measure of anti-Uieft 
portable computer protection to those autiiorized users whose portable com- 

Current anti-theft devices include the foUowing: U.S. Pat. puters were not built with special, and relatively expensive. 

No 5 757,271 to Andrews (1998)— a two-part motion 65 intemal an cu-cmtiy. 

detector, witii one part intemal and one part external; U.S. Another advantage of the present invention is tiiat an 

Pat. No. 5.760,690 10 French (1998)— an intemal motion authorized user may select either to allow the speaker to emit 
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an .an. a: .e — voLe .e speaker is cp^^ of --P^t?,\^^^^^^ 

^ to emit an alarm at a volume selected by d.e authonzed ^jj^" ^ ^ ^i.ersally. contained .n the 

user. . .. ., cover 10 of the portable computer 12. 

Another advantage of the presem mvendon « Aat u ^3 ^le computer 

permits an authorized user to select a password, a hot-key > ne F ^^.^j^ ^ 

sequence, or both, whereby said authonzed user may deac- , storage device, and other cir- 

tivate or activate the alarm feature. ^ ' ^j^^^n ) On the outside of this mam computer 

Another advantage of the presem invention is that it ' j.^ j.^^^^^^^ 15 f^r input and. usually, some form 

provides this wider level of protection whether a gwen ^^^^^ ^^.^^^ ^^^^^ ^^jj^d ^ '^^oux 16. 

Jortable computer employs an interrupt to inmate "mic- ^ ^^^^^^^ connected by a 

don segmem whenever the cover of d P°n/ble compiuer ^^^^^ ^ compute, body to 

is foldably closed against the main body of said portable portable computer looks like a 

computer or if said portable computer must rely on a polUng 0^^^ ^ 

scheme for the same purpose. . u . Qne drawback of modem portable computers is that they 

Still another advantage of the presem invenuon is that ^ substantial amoum of energy to run, substantial 

software is quite inexpensive to install. Changmg the Itod- ^^^^^^ ^^^^^^^ p^^cr them. Manufacturers 

ware internals can be quite expensive reqmnng various ^^.^ ^^^^ ^^^^^^ battery life, 

circuitry plus some quantity of labor to ™P»«'n«^^^^^^^ ^^^^^ method to prolong battery life is to shut 

circuitry. Installing new hardware can take substannal tune .„""*'i°'Z)lay when the cover is closed. This requires 

SprSentinventioncanbeinstalledbytheauthonzeduser down *e d«pla>^^ ^ ^^^^^ ^^^^^^^^ 

in a few minutes. . . agist the main computer body as in FIG. Ifc. The detection 
Yet another advantage is that the presem mvention, unlike s ^.^ ^ microswitch. Tlie presem mvenuon is 
the locks and chain used in some methods of preventing ^.^^^^ ^ microswitch. An el^tnc eye or 
theft, will continue to permit the authorized user to transport 25 ^^^^^ other means would suffice for pur- 
said portable computer which is a major advantage and the ^^^^^^ i„^^„,ion. This invention is not con- 
leason for having portable computers. ^^i the particular device or method used to detect 

Aat the cover is foldably closed against the mam computer 

DESCRIPTION OF FIGURES JSv nor is it concerned with the stmcture or architecture of 

diVhardware components. It does not matter to the present 

HG. 1 is in two parts. the n^"*^"-" JT . . ; LCD or a plasma screen 

HG. la shows a typical portable computer m an open depends only that 

position. We be some way among flie many possible ways to detect 

FIG. ib shows the same typical portable computer m a ^^^^^ ^^^^^^^ ^g^j^, ^ main computer 

closed position. . ^5 ^^^^^ detection causes some change m the 

RG 2 shows a typical intemipt vector and a possible ^^^^^^ computer's internal environment so that the soit- 

location within diat intemiptvectorforthemterrt.pt that is can react to that change. 

initiated when the cover of the portable computer is closed. ^ell-known in the art to use a microswitch to detect 

FIG 3 is a flowchart of a portion of the initializauon or ^ ^able computer is closed or open. It is a^so 

W pmcess for the por^le computer. This portion 40 ^-^ ^^^ ^ ^ ^ake said 

shows the flow of control during the trapping of the closed- ^ t„ ^.e portable computer's mterrt.pt vector 

cover inteniipt address. when a cover closes. FIG. 2. ^„«r nr 

HG 4 is a flowchart of the instniction segmem that is ^„ intemipt vector 20 is a portion of pro^^^O' 

executed when closing the cover triggers the interrt.pt. Bow i, , table of addresses to whKh c««^of the 

of co^l goes to the starting address of the instrtiction cessor will be transferred "P?" 

Lme^wWch is the presem invention. If the alarm is not i„tem.pt Such addresses are ^^^^ 

rnSbyfteoperatingsystemoriftheauthorizeduserhas „ ^r "indirect addresses". .Th«y^?f^'. 

aiann.noai cascades of any number of levels. 

SPECIHCATION An intemipt is a cessation of processing and almost 

Portable computers cont^nnearly^of the majorcom . —^2-0^^-^-^^^^^^ 

ponents of desktop and even larger ^'^^P^^^'^^J^' nTCt^^the designer <Lms appropriate. Each condition 

ihows a portable computer 12 in the open Po^it on. meamng ^^"^ an interrupt has its own location m the 

that the upper half, which fonns the component we wM to migm processor so that the 

the "cover" 10. of the portable computer 12. '»oned« vector gn^ ^ ^ ^^^^^^ ^ 

roughly a ninety-degree angle from the lower half or mmn 65 mtertupi rf^te. Control of the processor is 

com%Lbody''liAlmos.everycom^«.m,j^^^^ S^ed to" ad^sLtored in the interrtipt vector should 
way of displaying informanon. In almost every ponaoie 
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ihat cype of inierrupi occur. The process of doing whatever volume on that speaker. If the speaker is not enabled, control 

Se paScii^ mteLpt requires is caUed "interrupt han- passes to 48, described above. If the speaker « enabled, 

». r.. control passes to 44. 

. 1 ^ At 44 the instruction seement checks to see if the alarm 
nie interrupt vector 20 contains numerous locations 

shown as 22 and 24. Whenever one of the interrupts occur. 5 '^^^'^^^"^^^^^^ TTiese options permit 

a computer stops what it is doing, saves the address of where ^"^^J,^^; ^.e alarm so that, for exLple, 

the instruction was that the computer was execuUng wl^n *e ^S^r m^shut the cover on the authori'zed 

the interrupt occurs, reads tiie address in die location of *e ^^^^^ ^-^^^^ causing an alarm to 

inteiTupt vector corresponding to the particular mtem^pt 22, ^^er s own pon^ J deactivated, control passes to 48 

then transfers control of the computer to the instruction lo J^h^H 

seement at the address corresponding to that address in the as oescnoea aoovc. , j,^ 

segniciii diuic au t~ 6 If the alarm is activated 44, control passes to the instruc- 

mterrupi vector. seement tiiat causes the speaker to emit the alarm 46. 

unLSni£:^S=p;;^S^o?eLt7^^^^^^^ describes an alternate method. Not .1 portable 

"ng the com7uS^S^^^^^^^^ intemipt 24. ,5 computers contain an mtermpt tnggered when Ae co^^^^^ 

The fiffurek for iUustrative purposes only. TTie closed-cover foldably closed against the main computer body. Portable 

tateSo^tion wKl ZSever location in the vector computers without a closed-cover interrupt sail must detect 

ffSiefiveZ i^t^. TTie layout of the interrupt if the cover is foldably closed against the mam computer 

* ctS S c^nsSSn which has no effect on the body because the need ,0 P>^serveJ,atteor hfe a umversal 

^ . ^ ^ concern for portable computer designers. 

of an instruction that a programmer wishes the computer to J^'^^^^'j;^™^^ ^^.^^^ ^ ^g^r or sUti« indicator 

execute instead. ,. ^ ^ ^ ■ u . indicates the cover is closed. Said instruction segment may 

Trapping is nwrnaUy accomplished dunng the system ^ operating system or it may be an instniction 

start or "boot" process. It does not matter whether it is a cold ^S^^^i ^,3, sorted and executed on a regular or irregular 

boot— meaning starting with die portable computer shut ^^^.^ 

off-^r a warm boot-meaning starting with the portable • implement a boot 
computer rumimg. The trapping IS the same. FIG. 3. p^KtrucLn s;gmem since polling d^s not depend 
Considering both F\G. 2, FIG. 3, and FIG. 4, the boot interrupts. However, the polling program must be started 
process 30 executes a portion of the mstioiction segment initialization or manually be the authorized user, 
which is the present invention. That instruction segment 5^ ^^^^ instruction seg- 
reads 32 the address in the cover-closed '"«em.pt locatio" J^^^ ^ indicator 52 then tests the 
24. Next, at 32, die mstruction segment stores the address " S ^ ^^^^^ .^^^^ 
just read from the cover-closed interrupt location 24 and ^^^^^ ^ 
saves that address mto fte mso^ction segment wh^h Pro- ^^^^^ ^ y ^^^^^^^ 
cesses die intermpt In HG. 4, tins address wo.Jd be saved compu^ J^^^ ^^j^ ^^^^ 
in the location for the mstruction segment at 48. ^ ^^^^^^ 5^ ^^ ^ ^^nttol passes to 
Next, the boot process segment 30 stores the starting whatever instiiiction segment would have been executed but 
address of the instiiiction segment which processes the for the polling segment's executing. If the register or statiis 
cover-dosed internet 40 in the closed-cover interrupt loca- indicator does indicate the cover is foldably closed against 
tion 24. the main computer body, the present invention passes con- 
Thus, when die closed-cover interrupt occurs, contiral trol to 40 as shown in FIG. 4, described previously. From 
passes to the instiiiction segment shown in FIG. 4. there, execution is die same as in the method of indicating 

Once die n^apping has been completed, die boot process a cover-closed condition tiiggered by die intemipt. 

continues 36. The preferred embodiment of die present invention con- 

FIG 4 shows what happens after a closed-cover interrupt tains a variety of feamres as set out in die claims. The 

As noted control passes to the starting address of die present invention is implemented on any personal computer 

insOTiction segmem 40 shown in HG. 4. The figure shows a which contains any mediod for detecting diat the cover is 

check to detect if the cover is closed 40. This step may be foldably closed against the main computer body. The present 

redundant but may be retained as a second check to make invention is installed as a software program on any of said 

certain diat die interrupt is valid. portable computers. 

If die cover is closed 40, conti-ol passes to die next Hie preferred mediod begins during die boot process, the 

instiuction segment If die cover is not closed, contiol passes process of initializing a portable or odier computer, loading 

to die step shown at 48. As part of die boot process, die die operating system, loading progrmns, and any other tasks 

insnuction segment at 48 was changed to contain die address diat are executed when said portable or odier computer is 

of die intemipt handler diat would have been executed but started from a power off simation. called a cold boot, or 
for die changes made by die present invention. Usually, diis «> restarted from a power on simauon, called a warm boot, 

is an instiuction segment intended to power down or The preferred embodiment of die present invention oper- 

decrease power to die display. This power down or power ates during a cold or a warm boot. The type of boot has no 

decrease function is not part of die present invention. effect on die operation of die mediod. 

If control reaches 42. die instiuction segmem checks to During die boot process, die cover-closed intemipt is 
see if die speaker is enabled TTiis is usually a function of the 65 trapped so that, upon triggenng of a closed-cover mtemipt, 

operating system. It is common for an operating system to contiol will transfer to die start of the instruction segmem 

permit a user to mm die speaker off or to nim down die which represents die presem mvention. 



